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ABSTRACT
ELECTRONIC VOTE TABULATION
CHECKS & BALANCES
Rebecca Mercuri

Dr. Norman 1. Badler

The subject of electronic vote tabulation involves a unique combination of technological,
computational, and sociological problems that produce a set of constraints upon the
systems used for ballot entry and vote counting. This document identifies the various
types of voting systems; the hierarchy of constraints under which they are required to
operate; and the numerous checks and balances that need to be provided in order to
ensure accuracy and integrity. The thesis work involved a detailed assessment of the
limitations of electronic vote tabulation systems using the framework of the ISO's
Common Criteria. A minimal voting system was described, along with a procedure by

which existing and proposed voting systems may be evaluated for potential flaws.

The result demonstrated the existence of a category of systems for which the Common
Criteria can be deemed inadequate. The Criteria provides for assessment of system
dependencies, but does not account for counterindications. Specifically, the requirement
for ballot privacy creates an unresolvable conflict with the use of audit trails in providing

security assurance. This has broad implications within other commercial arenas,
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particularly those involving anonymous data delivery. Other results involved an
appraisal of possible election risks (such as global denial of service and Trojan horse
attacks) that are enhanced by the deployment of electronic balloting systems, along with
recommendations of considerations that can assist in reducing these vulnerabilities. A
discussion of some issues related to the 2000 Florida Presidential election, recount, and

litigation is included.
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Preface

In June 1989, as a committeewoman in Pennsylvania, I attended a meeting where
Commissioner Lucille Trench announced that Bucks County was looking into the
replacement of its lever-style machines with new electronic voting systems. As a
computer scientist I felt uneasy about the prospect of turning our elections over to
computer software and hardware, so when I returned home, I mentioned this to my then-
husband, Patrick Mercuri, who recalled having read an article on this subject in The New
Yorker magazine within the past year. We tracked the issue down, I photocopied Ronnie
Dugger's lengthy essay and sent it, along with a three-page brief, to Commissioner
Trench. In the brief I said the following:

"As you know, our American system of government is based upon the
principle of ‘checks and balances.' The two-party system, the three branches
of government, the division of Congress into the House and the Senate --
these were devised to guarantee that fair consideration be given to all issues
that affect the populace. Computerized voting systems violate this essential
principle because they are not, at present, adequately examined or

controlled."

The Commissioner responded by requesting that I join their investigation and comment
on the Shoup systems under procurement consideration. Thus began the journey that
eventually resulted in this thesis. Along the way, I was able to convince Bucks County to

retain its lever machines, and I also played a key role in ensuring that New York City did
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likewise with theirs. Although now more than a decade has passed, the words I wrote

then still ring true, which is why I incorporated the phrase ‘checks and balances' into the

title of this work.

My quest to explain the inherent risks of computerization of the voting process to public
officials has provided me with the opportunity to meet and interact with many experts in
the field. I contacted the Computer Professionals for Social Responsibility's then-chair,
Marc Rotenberg, who led me to Mae Churchill, the founder of Election Watch. She and
her colleagues had investigated various computerized vote tabulation anomalies, and had
provided commentary to the Federal Election Commission on their proposed voting
equipment guidelines. Mae assisted my efforts in Bucks County, and I soon found myself
included in her activities with the public hearings on voting systems in New York City.
Through Mae, and in this work, I encountered a cast of characters, which often seemed to
range from the ridiculous to the sublime, many of whom I greatly appreciate for their
positive influence on my thinking through numerous discussions on this subject. These
included: Ronnie Dugger who clued me to the occasional merits of writing with a pen
(rather than a word processor) in the creative process; the late mathematician Irwin Mann,
who argued with me that there must be a cryptographic solution for voting systems
(despite his lack of success in conjuring up one); Roy Saltman who wrote about this
subject long before it was fashionable; and Richard Wagner for providing insight on

numerous aspects of election administration.
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Among the many others who have supported my doctoral efforts along the way are: my
mother, Zelda Provenzano for her stellar example of persistence (and success) despite
occasional adversity; my many University of Pennsylvania Graphics Lab cohorts,
especially Ranjit Bhatnagar, Pei-Hwa Ho, Jean Griffin, and Bond-Jay Ting, for their
colleagueship, camaraderie and commiseration; and former RCA Labs researchers (Henry
Baird, Doug Dixon, Deborah Hill, Mike Keith, Chris Kocher, and Dave Ripley) and too-
numerous-to-mention current ACM/IEEE-CS Princeton Chapter fellows for their nagging
and cheering (as appropriate). Penn State Professors Tom Warms and Frank Melone
helped ensure the completion of my first Computer Science degree. They, along with
Drexel Professors Hermann Gollwitzer and William Dowling, and my Great Uncle Ben
and Great Aunt Shirley Serota all often encouraged me to finish this last one. My
neighbor, Michelle VanNoy, is appreciated for her persistence in ringing my doorbell
many mornings on her way to work to help ensure that I had an early start each day,
during the final months of draft writing. Thanks also go to my new colleagues at Bryn
Mawr College, especially Computer Science Department Chair Deepak Kumar, who
generously offered an opportunity to practice my dissertation defense there. My

apologies and thanks to anyone else I have neglected to mention here.

My thesis committee has played a large role in assisting me over numerous dissertation
hurdles. I wish to thank my University of Pennsylvania advisor, Norman Badler, for his
infinite patience with directing me through not one, but two theses (and for providing

some funding) during my tenure at the School of Engineering and Applied Science.
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Department Chair Mitch Marcus was instrumental in suggesting "why not write a thesis
on your work with computerized voting?" when my directional hearing project stalled.
Lyle Ungar listened to my complaining over the years about the Ph.D. process, and
returned the favor by providing salient complaints of his own, on the early draft of this
document. As well, Dave Farber's ongoing commentary on security and privacy issues
has been equally helpful. I have reserved the last, but certainly far from least,
acknowledgement for Peter Neumann, who served as outside advisor for this thesis.
With Peter, over the last decade, I have provided testimonies, written articles, and served
on panel sessions on the subject of electronic voting systems. His insight and guidance
has been invaluable, from his painstaking notations regarding that which required
excision from or inclusion into the text, to help with pointers to key resources and
individuals when necessary, and the occasional pep talk when spirits lagged. Iheartily
appreciate the contributions of my committee members to this work and look forward to

continued fruitful interactions with all of you from the other side of the Ph.D. fence.

Finally, in the tradition of Mae (Huettig) Churchill's closing paragraph of her dissertation,
let me also state that "it remains only to add that none of the persons named is responsible
for the various sins of commission and omission probably scattered throughout the text."

REBECCA T. MERCURI

APRIL 2001
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Chapter 1

Democracy is only an experiment in government, and it has the obvious
disadvantage of merely counting votes instead of weighing them.

-- Dean Inge

1.0 Thesis Structure

This thesis:

a)

b)

d)

identifies the various types of voting systems currently in use;

addresses certain major unresolvable issues in electronic vote tabulation from the
standpoint of theoretical computer science;

discusses the realizability of secure and accurate voting systems within a
hierarchy of constraints;

provides a procedure by which existing and proposed voting systems may be
evaluated for potential flaws;

demonstrates the existence of a category of systems for which the ISO's Common

Criteria can be deemed inadequate for security assurance.



The format of this document is as follows:

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4:

Chapter 5:

Chapter 6:

Chapter 7:

Chapter 8:

Statement of the problem and background information. Vulnerabilities and
constraints. Various case illustrations.

Technology. Description and comparison of common balloting systems --
lever machines, paper, direct recording electronic, vote-by-phone, Internet.
Sociotechnology. Legislation pertinent to voting systems. Components
relevant to voting systems and their inherent flaws: verification and
validation, audit trails, open source software, encryption, access controls,
trust, data issues, secure channels.

Sociology. The election business. Misuse of balloting systems.

Common Criteria. CC evaluation process, voting system criteria, evaluation
levels and constraint conflicts.

A minimal voting system. Tabulation units, CC evaluation, realizability
under constraints. California Internet Voting Task Force evaluation.
Conclusions. Recommendations, remediation, prognosis, future directions.

Postscript. Lessons learned from Election 2000.

Essentially, this thesis is a claim in the form of "process X is a terrible way to do Y"

which is a defendable dissertation statement as long as (a) the claim is new and (b)

process X is a serious contender. Both (a) and (b) will be established in this document,

with process X identified as the use of computational systems for voting and Y being

electronic ballot tabulation under the six constraints (commandments) delineated by
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Shamos (see Section 1.4). To paraphrase [GTECH]: "The defense will be an analysis
of the limits of process X, i.e., things it can't do, or things it does wrong, along with

evidence that those things matter."

This thesis work is distinguished from others, in that it provides a secure-system view
that includes the treatment of anonymity. A major side result of the thesis is that it
produces a test of the applicability of the Common Criteria process, which is important
as there are very few real evaluations of it to date. As to the evidence that such things
matter, one need only look to recent legislation, policies, and events (such as the latest
e-commerce and Internet hacks) to see the growing need for impenetrable, reliable
systems. Electronic voting had begun to receive attention during 2000 as some U.S.
municipalities implemented online voting in primary elections, but it is now the subject
of intense focus as many communities contemplate the replacement of their existing
election systems in the aftermath of the Florida situation. As well, the United Kingdom
and Australian governments are currently considering web-based voting for their
general elections. A significant non-voting application for this dissertation involves the
newly imposed requirements for the release of NSF-funded research data, where

anonymous reporting would also be essential.

This thesis should be evaluated in terms of the comprehensive nature of the discussion.
Have all significant avenues of vulnerability been adequately described? Has the
balance between the sets of imposed constraints and assurable system levels been
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defined? Does the authentication process provide a methodology by which voting
systems may be evaluated? Satisfying these questions yields an effective thesis, and also
a document that can be used to improve the quality of electronic vote tabulation systems
in the years to come. The security analysis presented can set an example for how to

approach other integrity-sensitive applications as well.

It should be noted that this thesis was publicly defended at the University of
Pennsylvania on October 27, 2000. I have chosen to maintain the form of this
dissertation as it was then presented, since it now has merit both as a scientific document
and also as an historic work which pre-dated the extensive legal, media, and academic
investigations of voting systems which followed the November 7, 2000 election.
Material specific to that election appears at the end of this thesis, after the conclusions
and recommendations chapter. The thesis stands on its own without these additional
writings, but the supplementary information should assist readers who may be
contemplating the construction or procurement of new voting equipment, or who would
like to know more about technical aspects pertinent to the November Presidential

election.



1.1 Author's Contributions

For those readers unfamiliar with the subject of electronic vote tabulation, it may be
helpful to describe here the prior contributions of this author (Doctoral Candidate
Rebecca Mercuri) to the body of existing literature. For a considerable portion of the
last decade, I have provided expert testimony on this subject in the form of commentary
at public hearings, sworn statements, private meetings with equipment vendors and
elected officials, written system evaluation documents, professional journal articles, and
media interviews. (Most of these commentaries are available on my Website at:

www.notablesoftware.com via the electronic vote tabulation link.)

In constructing this thesis, my own writing is used extensively. In particular, the
description of the Sequoia Pacific system in Section 1.5, appeared earlier as [MER92a].
The discussion of the St. Petersburg, Florida and Ohio elections in that same section,
was taken from [MER93b]. Sections 2.3 on DREs, 3.2 on verification and validation,
and 3.3 on audit trails are largely from [MER92]. Section 4.1 on the election business is
from [MER93] and Section 4.2 on misuse is from [MER93a]. For the Urban Policy
Research Institute's Election Watch group, I produced a voting machine evaluation

document, which provided the groundwork for some of the aforementioned

pieces.[MER91]



Additional work included chairing the National Institute of Standards and Technology's
16th National Computer Security Conference session on Security and Auditability of
Electronic Vote Tabulation Systems, where I played a key role in generating papers with
the panelists. One of these was Peter Neumann's "Security Criteria for Electronic
Voting," which eventually was reprinted in his Computer Related Risks book [NEU95]
and which provides the framework for Section 5.2 on voting system criteria. Also, as
chair for the session entitled Electronic Voting -- Threats to Democracy, at the 3rd
Conference on Computers, Freedom and Privacy, I was again instrumental in the
development of panelist papers, including those by Michael Shamos [SHA93] and Roy

Saltman [SALS88], referenced in the body of this dissertation.

1.2 Background

Suffrage, the right to vote, has long been viewed as integral to the maintenance of
elective democracies, such as that in the United States of America. Election systems are
also important to many other foreign countries, stock-based companies, worker's unions,
homeowner and community associations, and so on. Through the election process,
eligible individuals are able to register their opinions (via referendum questions and
preferential balloting) and they can elect representatives who are viewed as capable of
reflecting the views of the majority while serving their constituents. Given the

importance of the voting process, one might then surmise that the highest security



methods would be required to be applied to any computer hardware and software used in
elections, but this is presently not the case. Vote tallying equipment used for general
elections in the U.S. is exempt from the Congressional Computer Security Act of 1987,
despite the fact that it processes "sensitive information" whose "loss, misuse, or
unauthorized access to or modification of which could adversely affect the national

interest or the conduct of Federal programs." [NCS91][SAL93]

Steadily and silently, computer hardware and software have become entwined with
virtually every phase of the U.S. election system. Voter registration databases are now
automated in nearly all municipalities, ballots are cast (either directly, or via punch-card
and mark-sense ballots) into computer-based equipment in ever-increasing numbers, and
end-of-day results are often transmitted electronically between municipal headquarters
and to the media. Current and pending legislation will further enhance computer
involvement with elections via motor-voter registration, vote-by-phone, Internet polling,

and electronic ballot transmission from overseas military and civilian personnel.

As this technology evolves, many open questions emerge. What degree of accuracy
should be demanded in voting systems? How much is the public willing to pay for
increased security? Do auditability, confidentiality, assurance, system integrity, and
process integrity issues impose a myriad of conflicting requirements? Is it possible to

"throw" a national or local election via internal or external manipulation of hardware,



software, and/or data? These and other related issues are addressed within the context of

this thesis.

Although the voting topic may at first seem narrow in scope, there are broader computer
applications that also require the accurate logging of a private transaction with a human.
The Automated Teller Machine (ATM) comes immediately to mind, but other access-
type situations (such as passkey entry into a secure facility, or permission to use a
restricted database) are certainly viable. Additional activities that could conceivably have
requirements similar to those handled by the voting process include: confidential calls to
suicide or abuse hotlines, AIDS or other infectious-disease blood test reporting, Swiss-
style banking transactions, and tracking of activities of top-secret personnel without
revealing their identities. A recent application involves the Shelby amendment to the
Freedom of Information Act, where the required release of all research data produced
with federal support poses serious problems in studies involving promised
confidentiality to participants.[BEA99] The suggestions and solutions provided herein

could be extended to these and other similar types of systems.

One implementation of an electronic vote tabulation system is the Direct Recording
Electronic (DRE) voting machine, which is used as an example in this thesis discussion.
The DRE differs from the aforementioned applications due to the fact that, in addition to
the requirements for accuracy and privacy, there is the mandated necessity to provide
complete anonymity. In other words, banking and access applications can (in fact must)
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allow tracking back to the user of the system, but the DRE must ensure that such

tracking is impossible. This creates an enigma in the verification process, which will be

described in Section 3.3.

As it turns out, voting has other dissimilarities from automated banking. In a banking
transaction, one is typically given a receipt that serves as an arbiter in case of
discrepancy, say for a deposit that was not properly recorded. In the case of a
withdrawal where the incorrect amount of cash is dispensed, other checking mechanisms
(like the video monitor, and the audit of total cash in the machine) also are available.
Plus, if a particular bank became well known for short-changing its customers at the
ATM, it would likely lose business. With a voting system, the citizens have no choice as
to which machines they may use, following the final equipment purchase and
deployment in a municipality. One can select a different bank, but one can not simply go
down the street to vote at a different polling place. Furthermore, banks are insured

against losses, elections are not.

1.3 Vulnerabilities

Inherent in the nature of electronic vote tabulation (indeed, in all computers) are "gaps"
that can be intentionally or accidentally used to subvert the systems. As identified by

Peter Neumann [NEU89], these fall into three categories as follows:



The technological gap is that disparity between the expectations for the hardware and
software, and what performance is capable of being delivered. In the case of voting
systems, we might demand 100% accuracy from the ballot count, but actually, all
existing electronic vote tabulating methods have unavoidable margins of error. This gap
also applies to privacy of the balloting system (such as radio frequency emissions),

resistance to tampering, as well as auditability, configurability, and operability.

The sociotechnical gap involves the differences between social policies and computer
policies. Social policies generally take the form of laws (regarding computer crime,
privacy, etc.) and codes of ethics and commerce. Such laws have lagged behind the
rapid advances in technology, and may not adequately address many new issues that
could arise. Say, for example, a voting machine is configured so that votes for candidate
A are registered to candidate B. This is not fraudulent when performed in a laboratory
demonstration or even in a test procedure. It is fraudulent, though, if intentionally done
in an actual election, but there may exist no laws pertaining to such misuse.
Furthermore, the determination of intent and fraud in the computer setting is difficult, if

not (in some cases) impossible, to differentiate from simple errors or omissions.

The social gap is that between social policies and human behavior. It involves the
possibility of misuse during the election process. Should the manufacturer be required
to foresee all potential problems, and provide traps or flags to preclude these from

10



happening, or should some of the responsibility for procedural correctness rest with the
operators? How will the operators be selected and trained? Will the manufacturer be
permitted access to the system during the election, and if not, what actions should be
taken in the case of malfunction, and how shall repairs be provided while still assuring
integrity? Currently no legislation prohibits foreigners or persons with criminal records

from working on or manufacturing voting machines; who should have access?

These gaps provide a mechanism for addressing the vulnerabilities of electronic vote
tabulation as follows: issues related to the technological gap are addressed in Chapter 2,

sociotechnical matters are detailed in Chapter 3, and sociology is the focus of Chapter 4.

1.4 Constraints

Michael Shamos [SHA93], a voting machine examiner, has suggested a set of
fundamental requirements for electronic voting systems, which are provided in the form

of commandments listed in decreasing order of importance:

. Qhou shalt keep each voter's choices an inviolable secret.
. Dhou shaft allow each efigible voter to vote onfy once, and
on[y for those oj']’ices for which the voter is authorized

to cast a vote,
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I9L. Dhou shalt not permit tampering with thy voting
system, nor the exchange of gold for votes,
I0O). Dhou shalt report all votes accurately.

©. hy voting system shall remain operable throughout each
efection,

O Dhou shalt keep an audit trail to detect sins against
Commandments ICI-CKD), but thy audit trail shall not

violate Commandment |

Shamos goes on to make some interesting observations about the Commandment list,
such as the fact that accurate reporting is not the most important rule. In his experience,
he has observed little or no tolerance of violations of Commandments I, II or III, yet
violations of IV are even permitted in certain jurisdictions, particularly where the
outcome of a race is unaffected by minor vote tally discrepancies. Ballot secrecy can be
waived by the voter, such as in the case of absentee ballots. Some municipalities allow
media to be present even within the voting booth area, and in such places a voter can
elect to have his or her ballot casting filmed. It is common for parents to bring small
children into the voting booth with them. Other waivers would include voter assistance
for the physically challenged. For the most part, though, the requirement for privacy far
supersedes the demand that every single vote be recorded and reported accurately.
Commandment II has recently been made even tougher through the federal motor-voter
reporting regulations, which track citizens' current residences through driver's license

and vehicle registrations. Commandments V and VI are even less stringently enforced
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than the others above them. All of these Commandments are referred to subsequently in

the framework of discussion for this thesis.

1.5 Illustrative Cases

It is helpful to review a few important cases involving electronic vote tabulation in order
to provide some perspective on the issues and processes involved. Throughout the
country, at virtually every election season, vote tabulation processes are questioned. A
few that are notable for their level of egregiousness are described below. (It should be
noted that this author served as an independent expert witness on both the New York
City procurement and the St. Petersburg, Florida city election investigation described

later in this section.)

On July 23, 1992, New York City Mayor Dinkins announced that 7,000 DRE voting
machines would be purchased from the Sequoia Pacific company, pending the outcome
of public hearings. This announcement contradicted the recommendation of the New
York City Bar Association, independent groups of concerned scientists and citizens
(such as Election Watch, Computer Professionals for Social Responsibility, and the New
York Public Interest Research Group), and SRI International (a consultant to New York
City, and the system evaluator). SRI's pre-procurement evaluation [BAE91] indicated

that the systems failed 15 environmental/engineering requirements and 13 functional
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requirements, including resistance to dropping, temperature, humidity and vibration.
Under the heading of reliability, the vendor's reply to the testing status report stated: "SP
doesn't know how to show that the Electronic Voting Machine and its Programmable

Memory Device meets [this] requirement -- this depends on poll workers' competence.”

When a similar Sequoia Pacific system was examined prior to purchase in Pennsylvania,
it was rejected for a number of reasons, including the fact that it "can be placed
inadvertently in a mode in which the voter is unable to vote for certain candidates" and it
"reports straight-party votes in a bizarre and inconsistent manner." When this report was
brought to the attention of the New York City Board of Elections, they replied by stating
that "the vendor has admitted to us that release 2.04 of their software used in the
Pennsylvania certification process had just been modified and that it was a mistake to
have used it even in a certification demonstration.” Other problems noted with the
system included its lack of a guaranteed audit trail and the presence of a real-time clock,

which Pennsylvania examiner Shamos referred to as "a feature that is of potential use to

software intruders."

Over the following years, numerous public hearings and trials of the Sequoia DREs
indicated that the equipment was not yet fit for use. In an examination of the Security
and Control document provided by Sequoia Pacific, SRI noted that the report was
"inadequate and does not meet the requirements of the NYC/Sequoia Pacific
contract."[NEU94] In particular, the document did not elaborate on the manner in which
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security controls would be provided, assessed, and ensured. Ultimately, the final
purchase approval was withheld, and various lawsuits between the City and the system
vendors ensued. Finally, during the Summer of 2000, an out-of-court settlement was
reached, with the City agreeing to pay for only the single voting machine and services it
had received, but allowing the remainder of the $60M contract to be cancelled.[MOO00]
The result was that New York City had incurred unrecoverable costs of about $17M for
the lengthy procurement process, without being able to replace its mechanical lever
machines.[DUGO00] Yet, despite the serious concerns raised by this evaluation, other
United States municipalities have adopted or are considering DRE equipment for
election use, some from the same vendor, so this matter is far from over. The New York
situation was unique, in that extensive scrutiny of the systems occurred prior to adoption
(based on highly detailed procurement specifications), rather than after election use, as in

the next examples.

During the March 23, 1993 city election in St. Petersburg, Florida, two systems for ballot
tabulation were being used on a trial basis. When checking the results after the election,
it was revealed that in an industrial precinct in which there were no (zero) registered
voters, the vote summary indicated 1,429 votes for the incumbent mayor (who
incidentally won the election by 1,425 votes). Officials explained under oath that this
precinct was used to merge regions counted by the two computer systems, but were
unable to identify precisely how the 1,429 vote total was produced. Investigation by the
Pinellas Circuit Court revealed sufficient procedural anomalies to authorize a costly
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manual recount, which eventually certified the results. The Florida Business Council, an
independent group of concerned citizens, continued to look into this matter but was

ultimately overwhelmed by lack of funding.

Equipment-related problems are a source of concern on election day, especially when
time-critical operations must be performed. Ohio's Columbus Dispatch reported
[STE92] that 40 of the 758 electronic machines used in Franklin County's June primary
required service on election day. Noted is the fact that only 13 of the County's 1,500
older mechanical lever machines needed repair during the election. Defects reported for
the electronic machines included: voter ballot cartridges not loading properly into the
tallying computers, so those precincts' results had to be hand-keypunched; power boards
on some machines containing blown fuses; and malfunctions with the paper tape on
which the results were printed. Difficulties with the central software for merging the
electronic and mechanical tallies created further delays in reporting results. Officials

decided to withhold the final payment of $1.7M of their $3.82M contract until greater

reliability was assured.

If Franklin County did not have enough trouble due to the above matter, two electronic
ballot tabulation vendors contested the contract award. MicroVote Corporation sued the
R. F. Shoup Corp., Franklin County, and others in the U.S. District Court for the
Southern District of Ohio, Columbus Division, for over $10M in damages, claiming
conspiracy and fraud in the bidding process.
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In yet another region of Ohio, in the same primary, the Cleveland Plain Dealer [SAM92]
reported that Kenneth J. Fisher, a member of the Cuyahoga County Board of Elections,
allowed an employee to feed a computer a precinct identification card that was not
accompanied by that precinct's ballots, during the vote tabulation process. Apparently,
the ballots cast in the Glenville region had been inadvertently misplaced, and at 1 A.M.
the board members "were tired and wanted to go home" so the election official
authorized the bogus procedure, despite the fact that doing so might have constituted a

violation of state law. Subsequent inquiry did not lead to any indictments.

Human errors can occur with computerized tabulation, as happened in the November
1998 Congressional election in the 12th District of New Jersey. This author happened to
witness some of what transpired, when at the post-election party in Princeton, the vote
tallies each of the poll workers had brought with them didn't jibe with the numbers being
reported out of the Mercer County Clerk's office. Rush Holt refused to concede the
election to incumbent Mike Pappas, and eventually County Clerk Catherine DiCostanzo
reported the correct vote count, but only after Holt missed his opportunity to claim
victory on the 11 P.M. news reports. The County system requires that the results faxed
from each municipal district be hand-typed into a computer that totals the regions.
DiCostanzo said that "the error happened. once the numbers arrived at the Clerk's office
and was due to inaccurate keystroking" and that "it was simple human error, there is a lot
of numbers coming into this office and we had a key-in error." A last-minute recount
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named Holt the winner by an 8,827 vote margin (Holt received 51% of the total votes

cast).[SHE9S8]

Due to the recent rapid deployment of Internet voting systems, various municipal and
private elections have experienced difficulties. The Association for Computing
Machinery (ACM) was one of those with egg on its face during its 2000 officer election.
Postcards were mailed to members stating that: "Election Technology Corporation
(ETC) has been contracted to handle the ACM election. We experienced some
difficulties in the initial days of the electronic balloting - April 12th through April 17th.
Consequently, some votes were not captured. Only 72 ballots had been cast during that
period. Therefore, those ACM members who voted electronically during this timeframe
are being asked to recast their votes." The card went on to say that ETC apologized for
any inconvenience and assumed the cost of the mailing. One is left wondering if any

other problems occurred with the election that perhaps were not detected and rectified.

Even more disconcerting were the problems, which occurred with the 2000 Arizona
Democratic Primary election, the first in the country to use an Internet balloting format.
This event was widely touted as a success because voter participation far exceeded
expectations, even though actually only 10% of the State's registered Democrats voted
(less than half of those via the Internet). (Incidentally, taking voting data out of context
in order to make statements about elections that 'prove’ a particular point, is a well-
known tactic used by both media and candidates.) The Voting Integrity Project (VIP),
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a national, nonprofit, non-partisan voter rights organization, filed a lawsuit in an attempt
to halt the on-line primary, but its request was denied. Later, they reported that "the
election was completely run by election.com under contract to the Arizona Democratic
Party and the system used was not certified or supervised by election officials." VIP has
complained about the vendor's non-disclosure regarding integrity protocols, indicating
that there was no protection from denial-of-service, virus, or Trojan horse attacks,
although none were observed (this does not mean that none occurred). VIP also noted
that: "Voter authentication was minimal and could, in some cases, have been easily
defeated, leading to fraud. The election was completely vulnerable to insider violation
of voter privacy -- election.com issued the PINs and had access to the ballots. Many
Macintosh computers, and all computers using older Netscape browsers, were
unsupported. There was an as-yet-unexplained one-hour total outage on the first day of
the election."[PHIO0] The website was not accessible by the visually impaired, a
segment of the population likely to choose this method of balloting, thus in violation of
the Americans with Disabilities Act. Weaknesses in voter authentication leaves the door
open to fraud on the part of a vendor in order to possibly exhibit increased turnout and
acceptance for their system -- although this is not suspected here, it is certainly an issue

that must be addressed.

A fairly critical article in The Industry Standard, an Internet trade publication, noted the
problems experienced with older browsers in the Arizona primary election and also that
many Democrats did not receive their PINs and could not access the system.[LED00]
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Other election concerns were described, such as disenfranchisement of minorities, and
persons who voted more than once by intercepting the mailed PIN notification of others.
Despite all of this evidence, election.com presents the appearance of being oblivious to
these problems, to the point of even distributing the negative Industry Standard's article
along with their promotional materials at the Political Fest (a trade show held in
Philadelphia during the Republican Convention). In an interview, company CEO Joe
Mohen was quoted as saying: "I think the fact that the security was flawless is really a
testament to both our previous track record and I think it is giving people ... a level of
comfort." In a bit of braggadocio, he also said: "We're giving the people the opportunity
to change the world. There's a real sense that we are doing something sacred. We are
giving people the opportunity to vote."[WSJ00] A few months later, election.com
conducted another Internet election, this for the Board of Directors of the Internet
Corporation for Assigned Names and Numbers (ICANN), the powerful policy
organization, and similar difficulties were observed, including again the disenfranchising
of Macintosh and older Netscape users, and also the use of weak encryption. Whereas in
Arizona, the voters could use other polling sites for traditional balloting in the primary,
the ICANN voters did not have this option. The voting method used a complicated
iterative proportional recount process in order to avoid runoffs, which caused
considerable confusion among those who were casting ballots. This election is currently

under dispute, as the entire process was questionable.

20



Chapter 2

The ballot is stronger than the bullet.
-- Abraham Lincoln, 1856

2.0 Technology

Voters in the United States (and in democracies around the world) currently cast their
election ballots in one of a variety of ways, only some of which involve electronic
tabulation -- that is, the use of a computer-based system to tally the selections. The most
current statistics available on voting equipment use are those collected by Election Data
Services from secretaries of state, city, and county clerks.[BRA93] This information
was tabulated for the following systems, in 1992 (numbers represent counties, and are
thus not representative of machine quantities): Datavote punch-card 84, electronic 117,
lever machine 795, mark-sense (also known as optical scanner) 627, paper ballot 662,
other punch-card 651, and mixed systems 189. As these numbers reflect counties, they
are not indicative of the number of voters, nor even of the quantity of systems deployed.
Nevertheless, it is clear that paper-based voting (Datavote punch-card, mark-sense, other
punch-card, and paper ballot) prevails, as used by 64% of the counties. Of the systems
that tabulated by computers (Datavote punch-card, electronic, mark-sense, other punch-

card), these were used by at least 47% of the counties. Interestingly, some 21% of
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counties that year still counted paper ballots by hand. By the year 2000, there was a
strong trend away from hand-counted paper ballots and lever machines, and an increase
in mark-sense and electronic systems. Table 1 and the sections that follow in this

chapter compare and contrast these major voting methods.

Voting System % 1980 % 1992 % 2000
Paper ballots 40.4 21.2 12.5
Lever machines 36.4 25.4 14.7
Punch-card 19.1 23.5 19.2
Mark-sense 0.8 20.1 40.2
Electronic 0.2 3.7 8.9
Mixed 3.0 6.1 44

1980 and 2000 county percentages from [CALO1], 1992 percentages from [BRA93]

Table 1 - Voting Systems by County

2.1 Lever Machines

These older-style mechanical machines, still in use in many localities and based on late-
1800s patents by Thomas Alva Edison and others, do not have any computer interfacing
for electronic tabulation, but it is useful to describe them here for contrasting and
historical purposes. Essentially, an intricate system of gears and levers increments
various individual tabulating units, which are similar to the mechanical odometers on
many cars. These machines, some of which have been in operation for close to a half-
century, are deteriorating and are becoming difficult to maintain. Although replacement
parts can be machined indefinitely, highly skilled workers are required to keep the
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machines operating, and voters are not especially tolerant of downtimes occurring during
elections.[BAQ90] Furthermore, the sheer weight of the equipment, and the related
storage, transportation, and maintenance costs have caused a considerable percentage of
the districts still using them (36% in 1980, close to 30% as of 1988 [FRE88], 25% by

1992 [BRA93], and under 15% by 2000 [CALO1]) to consider alternative methods.

It should be noted that the acceptance of the concept of a "machine" into which votes are
cast does lend the communities that currently deploy the mechanical systems to consider
other more modern (computer-based) balloting machines as acceptable substitutes.
Indeed, voters who are unfamiliar with the operation of these mechanical systems often
incorrectly surmise that their entire ballot image (rather than the incremental votes) is
recorded within the machine and that the counter number on the side of the device
(which in many communities matches the voter number they are given when they sign
the register) provides the election workers (those people assigned to monitor the election
at the polling place) with a way to reconstruct how a certain person actually voted. In
fact, individual ballots can not be reconstructed in their entirety using lever machines
(unless photographic or video monitoring methods are used), although certain other
features of these devices do compromise some minor privacy issues. For example, it is
possible for the nearby election officials to overhear the sound made when a metal
window slider has been opened to perform a write-in, the identity of the voter may be

remembered and then matched with the paper write-in strip at the end of the day
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(providing, interestingly, a type of covert channel). Since write-ins generally occur with

relatively low frequency, this is not much of a concern.

One method for compromising lever machines, well-known to election insiders, involves
deliberate physical tampering. It is possible to roll-back individual tabulating units so
that they start out at a high number (such as 900 for a unit that counts to 999) prior to the
beginning of the voting session. In order to make it appear that the units were all cleared
when the machines are examined by poll workers at the start of the day, a small sticker
with a O printed on it can be used to cover the improperly exposed 9. These stickers
could be removed discretely after the election, when the machines are returned to
storage. Using this example, a candidate whose tally was rigged would need to get 101
votes in order to register 001 (or 201 to register 101, etc.). Given prior knowledge of
local voting patterns (information which is publicly available), it is possible to target
certain precincts where such a candidate handicapping scheme would have a low chance
of discovery while possibly contributing to an alteration of the overall election outcome.
This particular method, along with overt tampering by jamming levers and damaging
ballot faces on machines, was believed to have played a role in a Presidential primary in
New York during the 1980s, and is understood to have lead to the City's consideration of

an electronic replacement for their mechanical election systems.

The elaborate scheme described above involves access to the individual pieces of
equipment both before and after the election, as well as possible collusion among
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election officials, which makes it difficult to accomplish. In general, though, the lever
machines have proven to be reasonably reliable and secure. Most importantly, these
devices provide simple methods whereby open auditing can be performed, within the

election process, by relatively unskilled observers.

2.2 Paper Ballots

To date, tabulating systems for computerized vote counting have predominantly used
punch-card and mark-sense ballots. Ballots are perforated or marked by the voters,
usually within a small privacy booth, and then deposited into a sealed box. These
formats are also often used for mail-in absentee ballots by voters who are unable to get
to the polls. All paper balloting methods suffer from the problem that ballots can be lost,
substituted or even duplicated with modifications, and deliberately or inadvertently
damaged or voided. Punch-cards are more vulnerable to erroneous tabulation due to
hole misalignment and "hanging chad,” a situation in which the small bits of paper are
not fully removed from the holes when entering a vote, and they fall back into the same
or different holes as the cards are handled during the counting process.[DUG88] This
occurs more often with pre-scored cards, and when the stylus used by the voters to
release the chad is not spring-loaded (as recommended in Roy Saltman's 1988 report

[SALB8]). Mark-sense ballots are similar to the type of forms used for multiple-choice
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exams, and their mechanical readers have a high error rate, some of which is also due to

user error (or sloppiness in marking the selections).

Both types of paper systems do offer an anonymous ballot (if one does not look for
fingerprints). Various municipalities use sequentially numbered ballots for accounting
purposes, which (if not shuffled before issuing to voters) provide tracking possibilities if
the number is recorded when a ballot is issued to a voter. Problems related to paper
ballot substitution are discussed in Section 4.1. The existence of a physical ballot that
the voter can handle and examine prior to dropping it into the ballot box does provide
some assurance of auditability, via an electronic or even manual recount, if necessary.
Voter feedback is further enhanced if the card has printed directly on it the names of the
candidates, and the hole or mark is associated with the ones selected. (Note that minimal
standards established by the Federal Election Commission (FEC) do not require that the

candidates' names be printed on the cards.)

Although election officials have long known about problems related to the lack of self-
verification of punch-cards, a simple fix involves the placement of a reading unit at each
polling place which pre-scans each marked ballot, allowing the voter to privately
determine whether the punches accurately reflected their intended choices. This has not
typically been provided for voters using the punched-card systems (although such
readers are occasionally available for the mark-sense ballot systems) largely because of
additional cost and time factors.
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2.3 Direct Recording Electronic

Still relatively new to the scene, Direct Recording Electronic (DRE) voting systems are
gradually being introduced throughout the United States. These differ from the punch-
card and mark-sense systems in the same way that lever machines differ from paper
ballots. Essentially, the vote is coilected through a series of selections on the face of the
machine, and the tabulation is performed internally, within the device, as the election
proceeds. No receipt or confirmation (other than a visual scan of the voting surface prior
to the conclusion of the vote) is given to the voter. (The reason for the lack of receipts is
explained later in Section 3.3.) This method is highly flawed, as Roy Saltman observed:

“...the voter is given some reason to believe that the desired choices have
been entered correctly into the temporary storage, but no independent
proof can be provided to the voter that the choices have, in fact, been
entered correctly for the purpose of summarizing these choices with all

others to produce vote totals."[SAL8S]

Election districts presently using lever machines find that DREs offer a number of

advantages over the mechanical units. Lever machines can weigh up to seven-hundred
and fifty pounds, and take considerably more space than do the two-hundred pound (or
less) DREs, so storage and transportation costs are reduced. The voters find the DREs

more comparable to the lever machines than the punch cards, and the expense of
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providing the cards is eliminated, although this cost is transferred to the reconfiguration

of the DREs for each election.[ TRO89a]

DRE:s are currently manufactured by a variety of firms, some of which were previously

lever machine vendors. They differ in construction and features between manufacturers,

and, within the same brand, also vary due to state and local requirements. A DRE is not

just a simple stand-alone or networked personal computer system (although such units

are now being proposed); rather, it is intended to be a secure unit with back-up and user

accessibility features.

Generally, the machines contain the following components:

L.

A panel whereby votes may be entered (using pressure-sensitive keys or a
touch screen).

Some indicators (typically light-emitting diodes or screen displays) showing
which selections have been made.

One or more central processing units that control the internal operation of the
machine.

Memory circuits containing the object code of the software providing the
machine's functionality.

Other integrated circuit chips and discrete components that are part of the
hardware design (this may include I/O, interrupt, timer and other logic units,
as well as such items as modems and printers for supplying the results).

A printed circuit board (or boards) on which the chips and components are

installed and interconnected.

A power supply along with a battery back-up system in case of power loss.
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8. Some mechanism for recording write-in votes (this may be an alphanumeric

panel with a display unit, or a hand-writeable paper tape accessible through a

window).
9. An operator's panel that permits verification that the machine appears to be

functioning properly, and may also allow viewing of the vote tallies at the

start and end of the election session.
10. A unit that records the votes entered (this may be a removable cartridge).
11. A tamper-proof case that houses the voting machine components.

12. A screen or curtain that permits the voter to use the machine in private.

Additionally, a separate electronic unit may reside at some central location for the
purpose of collecting the individual machine tallies (for example, using cartridges
removed from DRE:s following the closing of the polls, or via modem data transfer) and

computing the election totals.

2.4 DREs versus Lever Machines

Aside from the obvious differences of electronic and mechanical modes of operation,
DRESs bear some similarity to lever machines. One might first think that Saltman's
statement regarding the lack of proof that one's vote has been entered correctly also
applies to lever machines, and in some sense it does. Certainly a gear or other
component in a lever machine could slip and miss the tabulation of a single vote, or it
could even jam or be rigged in such a way that an entire sequence of votes might be

omitted. But in the case of a mechanical unit, the hardware of the entire machine could
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be carefully examined and signs of wear significant to cause slippage or jamming would

be observable, and even repeatable -- but not necessarily deterministically.

With DREs, it is conceivable that a computer glitch or intermittent failure could happen
in such a manner that would be undetectable, yet have an effect on the vote tabulation.
Many DRE manufacturers have designed redundancy and error-checking into the
circuitry used to collect the votes from the entry panel, and into the elements containing
the vote tallies, so such intermittent malfunctions would likely be detected. Although it
should be noted that computer self-checking is often a "fox guarding the henhouse"
source of risks, since equipment that is broken or has been tampered with can not

necessarily be relied upon for accurate reporting.

If we assume that DREs are constructed in such a manner that machine failures are
always accurately reported, then we must direct our attention to the detection of
deliberate acts on a DRE by an individual or group of individuals, which could "deny or
abridge" (the phrase used in the U.S. Constitution) the voter's rights. In this regard, the
lever and DRE machines are substantially different. With a lever machine, deliberate
acts of tampering with the equipment are likely to leave some physical trail of evidence,
and the correct operation of the device is observable and reproducible. Individuals can
be trained to perform repairs, and replacement parts can be manufactured the locally, so

that dependence on vendors of lever machines is unnecessary.[BAQ90] On the other
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hand, with a DRE, it is possible for an insider to affect the tabulations in a manner which

may be undetectable, and irreproducible.

Certain of the components of the DRE systems (such as the CPU chips) must be
outsourced, providing a serious vulnerability flaw, and other parts may not be obtainable
from manufacturers other than the original vendor (due to copyright, patent, and trade
secret restrictions placed on proprietary materials). Repairs may be difficult, if not
impossible, unless specific detailed information (like circuit diagrams and even source
code) is provided along with the electronic machines. It is often the case that the
purchaser of a DRE must be required to establish a permanent ongoing relationship with
the vendor, to maintain the proper working order of the machines. The vendor's agents
may even have continued (and unsupervised) access to the machines' internals, in order
to perform maintenance tasks. Such access provides opportunities for alterations of
hardware and/or software either surreptitiously (thus compromising integrity) or
benignly (through accidental introduction of defects into the system). This is discussed

later in the thesis, in the section on misuse.

There is yet a further concern related to DRES, which is also not present in either the
lever or paper-based voting systems. With all other systems, if an election is going to be
"fixed" (the vote altered in favor of a certain candidate or candidates), it needs to be done
the old-fashioned way, that is, one vote (or one machine) at a time. With the DREs, or
any system that relies on a centrally programmed unit to tally the votes, an entire election
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can be "thrown" merely by affecting a pervasive change in the software. This could be
inserted early in the development process, such that it would be unnoticed at election-
time during routine validation procedures. Unintentional flaws in voting systems can,
once discovered, also be globally exploited with nefarious intent. Once the proliferation
of a specific vendor's products reach critical mass in the country, it is conceivable that a
national election could then be tampered with electronically. (The manner in which this

could be done in an undetectable fashion is described in Section 3.3 of this thesis.)

2.5 Vote-by-Phone and Internet Balloting

The Internet is not always a nice place, and its superhighway neighborhood continues to
deteriorate annually in terms of crime and flagrant misuse, as illustrated in some chilling
statistics published by U.S. News and World Report in August 2000:

"Last year, the Federal Trade Commission received more than 18,000
Internet-related complaints. That's more than double the previous year's
volume. For the first six months of this year, it received 11,000
complaints. The FBI opened 1,500 online child sex cases last year, up
from 700 a year before. Businesses too, are feeling the pinch. According
to a recent survey by the Computer Security Institute and the FBI, 70
percent of companies experienced cyberattacks in the past year, up from
42 percent in 1996. Nearly 300 companies reported losses of more than
$265 million."[MANOO]
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Especially relevant to voting is the dramatic increase in identity theft, estimated to affect
over 500,000 victims in the year 2000 alone, and considered, by the FTC, to be the
fastest growing U.S. crime. Yet, despite the fact that Internet and personal identification
security appears to be at an all-time low, municipalities are forging (and two meanings of
that word are perhaps apt) ahead in their efforts to certify Internet-based election systems
often as proposed solutions for the low voter turnout problem. Lauren Wiener, in
discussing the subject of erroneously automated processes, disagrees:

"People don't care to vote, not because it's too hard to get to the polling
place, but because they don't think their votes make any difference.
Allowing people to vote from home by phone is not going to fix that.
What will fix it is a profound change in the political system. This point
was amply demonstrated by the 1992 U.S. presidential election, in which
more eligible voters participated than in any election in decades, because

people perceived that they had a real choice. Vote-by-phone schemes are
a diversion."[WIE93]

Setting aside the implication that U.S. voters are either too disillusioned, too lazy, or too
busy to take a few minutes to step into the polling place near their home to cast a ballot
on election day, these methods do seem to offer the benefit of enhanced convenience and
simplicity. Indeed, if the process is made simple enough, one will be certain to collect
more ballots than there are registered voters or even citizens living in the municipality at
the time of the election. Conversely, phone and Web voting can be made more

confusing, rather than less, with nested sub-menus and doubt over whether one has
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actually cast a ballot in its entirety. Here, neither simplicity nor complexity are

necessarily good things.

The Internet differs from a controlled local or even wide-area network in that it is
globally accessible for transmission and reception of data to/from any and all other
Internet connected devices. Internet security features are largely add-ons (authentication,
firewalls, encryption) and problems are numerous (denial-of-service attacks, spoofing,
monitoring).[WEI00] [BLA0OO] Hence, interfacing to the Internet could be, in itself,
considered to constitute a security breach, in that wide attack and monitoring
opportunities are provided that would not be possible with individual DRE kiosks, or in
a closed network setting where all clients and servers are known and identified prior to
system operation. The movement of information over the Internet involves routing
through dynamically determined and difficult-to-trace paths, whereas a controlled
network can establish and track data transmissions. The Internet includes systems that
are not subject to local or United States laws, and whose operators can not be expected

to comply with local voting regulations.

Systems on the Internet range from hand-held units to mainframe computers, created by
a variety of hardware manufacturers, running different operating systems and browsers,
all of which are making a 'best attempt' at forming non-WYSIWIG displays from the
downloaded data. Certain Internet Service Providers also ship unsolicited advertising
along with the requested Web pages, an action that would need to be suppressed during
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balloting in order to conform to campaigning restrictions at polling places. That such a
diverse and distributed system could be relied upon to conform to locally imposed
standards for a short-term application of a critical nature, but which is not of commercial

merit, is contrary to the very spirit and current intent of the World Wide Web.

A further ramification of the off-site process is that it begins to blur the lines of the
geographical communities upon which representation is based. In certain respects, this
can be good -- for communication with the public, the chat-room concept can be
converted into electronic town meetings, and elected officials can hold virtual sessions --
people need not be in the same physical space at the same time, although one must be
certain that the voices of the technologically deprived continue to be heard, and that the
dynamic of discussions is not adversely affected.[WIE93] But off-site balloting methods
are a first step toward eliminating the community-based poll watching process, which is
so essential in providing checks and balances in assuring that the voters are who they say
they are; that they are voting only once and not casting ballots for other parties; that
privacy is maintained and coercion is not occurring. These principles are embodied in
the first three of Shamos' commandments. The remote vote opens the door for
organizations to create their own convenient balloting locations and to consider
intimidation of the members who don't use them, thus enhancing the role of special
interest groups in determining the outcome of elections. Of course the same could
happen with paper absentee ballots, but it is the trend toward off-site voting as the norm,
rather than the exception, that is viewed as problematic.
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A December 1999 Public Policy Institute of California statewide study (used by the
California Internet Voting Task Force, see Section 6.3) indicated that the youngest group
of voters (ages 18-24) now has the most access to Internet services (70%) and that there
is a steep decay in interest in I-voting through the various age groups (to only 20% at age
65+), although these demographics may eventually shift. At present, though, I-voting
threatens to create an Internet-savvy electronic elite who can cast ballots more easily
than the elderly, poor, and possibly also physically challenged. The same would be true

for remote voter registration.

The U.S. primaries have been viewed as a test for I-voting; as there is a general belief
that since these elections are only run-offs within each party, the need for bipartisan poll
watching is moot. However, this belief is untrue. As demonstrated in the 2000 U.S.
presidential primaries, significant impact on the choice of candidates can occur through

cross-party voting, thus enabling the opposing party to eliminate a person whom they

may deem hard to beat.

Off-site balloting also opens the door for vote-selling, a powerful way to throw an
election to the highest bidder, clearly unintended by election officials hoping merely to
modemize their systems. An Internet site named voteauction.com, purported to be an
academic project by James Baumgartner, an MFA student at Rensselaer Polytechnic
Institute, appeared in August of 2000 and began collecting data from citizens interested
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in marketing their votes.[ANDOOa] Following publicity by WiReD News, and
subsequent threats of legal action for violation of New York State election laws, it was
sold and reopened from an off-shore location where prosecution of the site's owners may
be able to be circumvented.[ANDOOb] Those who offered their ballots for sale, or even
only inquired about doing so, may still be subject to criminal consequences, including
fines and loss of right to suffrage -- if states with applicable laws choose to pursue the

matter.

Internet voting vendors on the scene include the previously mentioned VoteHere.net and
(the currently most prominent) election.com, as well as other new dotcom companies.
Election.com, of Garden City, New York, describes itself in its promotional literature as
providing "complete election services for public and private institutions" and claims to
be "the only global Internet election management company committed to making
democracy work better throughout the world." Their services include election planning,
migration assistance, ballot design and production, election notification, tracking and
tabulation, and archiving. The matter of whether a single company should be permitted
to provide all of those services for the same municipality is itself a risks issue. As we
have learned that the software industry, in general, is not necessarily best served by
monopolies (although Microsoft™ might disagree), so too, the democratic process could
be easily compromised or held hostage by a lone powerful company or consortium in the

absence of any real competition. Given the recent rise and fall phenomenon in dotcoms,
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one should also be skeptical of doing business with voting system vendors who may not

have the ability nor the intention to service their products or customers for the long haul.

Bizarrely, even after problems occurred with the earlier-noted Arizona primary, the
vendor's new literature made the following (wholly erroneous) claims: "All election.com
security solutions comply with rigorous industry standards and are compatible with the
widest range of platforms available. There is no additional software for a voter to
download or install, eliminating the threat of virus or any elements that could
compromise an election." Additionally they promise, but have not offered any proof that
“election.com guarantees security during all phases of the online voting process,
including member authentication, session verification and server protection. All
election.com servers are protected against attack by state-of-the-art firewall and intrusion
detection software.” Election.com has continued its permeation into the election process
by announcing in June 2000, that all U.S. voter registration, change of address, and
absentee ballot requests could be processed from their Web site, hence opening the door
to massive disenfranchisement of voters whose identities may be more easily co-opted

on-line.
A host of additional related issues pertaining to user verification, auditing, denials of
service, firewall breaches and so forth are critical to I-voting [NEUOOa] and these points

are discussed at some length later in this thesis.
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2.6 Voting System Comparisons

Table 2 summarizes the major issues with each of the different voting systems.

Ongoing costs have been noted since these are often overlooked at the time of system
procurement. Verifying refers to the ability of the voter to independently (visually)
examine the ballot to determine if it has been prepared properly, prior to casting.
Overvoting occurs when a ballot has more candidates selected in a race than permitted,
and undervoting involves skipping a race entirely or voting for fewer candidates in a race
than allowed. (Although punch-card and mark-sense systems do not inherently have
capabilities for alerting voters to overvoting or undervoting, the addition of a scanning
mechanism at the polling station would permit such checking to be performed.)
Overvoting generally results in voiding of all candidates chosen for that particular race,
whereas with undervoting the choice to skip a race does not detract from any vote
selected — in both cases, the voter may be unaware that they have done this, so additional
feedback is important. Recounting involves the ability to perform a retabulation of the
ballots cast. Full-face ballots are required by some municipalities, and are also believed

to reduce undervoting for lower-rank offices. Pros and cons address other matters of

general concern.

Table 2 does not differentiate between DRE and other forms of off-site voting (as
mentioned in Section 2.5) since the Internet and vote-by-phone systems would also

involve direct recording of ballot images. All of these types (Whether used remotely or
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at polling places) suffer from the same flaw -- the voter can not independently verify that

the ballot cast corresponds to that being recorded or tabulated -- without introducing

mechanisms that would encourage vote selling. The DREs offer a slight advantage in

that they could be adapted to produce voter-verified paper ballots (this will be described

in Section 3.3) for recount purposes. Remote voting reduces voter authentication

assurances, and increases denial of service attacks. Self-contained (non-networked)

DREs may be somewhat easier to secure than distributed systems operating on a variety

of platforms, but this does not eliminate other security flaws (such as Trojan horse

attacks) that are possible in all of the computer-based voting systems.

Devices > | Manual Lever Punch-Card | Mark- Direct
Paper Machines Sense Recording
Issues V Ballots (Optical) Electronic
Ongoing Printing of | Setup Cards and Printing of | Recording
Costs ballots ballot books | ballots device,
setup
Vote Yes Yes Usually No | Usually No
Verifying (somewhat) Yes
Overvote | Possible Impossible | Could warn | Could warn | Preventable
Undervote | Possible Possible Could warn | Could warn | Could wam
Recount Manual Observation | Re-scanned | Re-scanned | Via
of totals or manual or manual | recorded
internal trail
Full-Face | Yes Yes Usually No | Usually Possible
Ballots Yes with some
Pros Printing can | Mechanism | Provides Easy to use, | Rapid tally
be in-house, | can be paper audit | paper audit
paper audit | viewed and | trail trail
trail audited
Cons Countingis |Bulkyand | Chad may Voters may | Expensive,
slow, labor- | no-longer | complicate make some | audit not
intensive built interpretation | errors, cost | independent

Table 2 - Voting System Issues
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Chapter 3

One man shall have one vote.

-- John Cartwright, 1780

3.0 Sociotechnology

Technology alone does not eliminate or enhance the possibility of election tampering; it
merely changes the platform on which the tampering may occur. The voters and the
election boards who serve them must be aware of the risks of adopting electronic vote-
tallying systems, insisting that the checks and balances inherent to the democratic
process be maintained. This is typically done through legislation, verification,

validation, monitoring, and auditing.

3.1 Legislation

Voting is a fundamental right of the citizens in a democracy. The subject of denial or
abridgment of voting rights appears in five of the twenty-six amendments to the United
States Constitution.[US] As important as it is, though, the U.S. government leaves the
method of administration of elections as a matter of states' rights. Each state can, within

the parameters of the Constitution, decide who is eligible to vote (based on residency

41



requirements, felony convictions, and so on). As well, every state is permitted
considerable latitude in establishing vote tabulation regulations. For example, in some
states a person may leave the voting booth without voting for any candidate, but in
others, a blank ballot might be deemed invalid. Some states provide a single lever (or
check-box on a paper ballot) whereby a slate of candidates in a particular party can all be
selected together in a general election -- other states do not allow such mechanisms for
same-party voting. Some municipalities use proportional or preferential balloting
(typically local, like school boards), where multiple choices are permitted and candidates
attaining over a certain percentage of votes cast can move on to a further run-off
election. In such an election it would be reasonable to tally more votes in a race than
there are voters casting ballots, so the use of simple totals would not provide a
verification check. Each state, therefore, has established an extensive set of laws
pertaining to the election process. It is important to recognize that even though voting
machines are used nationwide in federal elections (Presidential and Congressional), the
states (and local municipalities within them) independently set the methods for approval,
use, and inspection of their own equipment. Hence, the machines themselves may differ,
even between municipalities within the same state, in order to comply with the various

sets of regulations. This further complicates the verification and validation process (as

described later).

In the area of electronic voting systems (punch-card, mark-sense and direct recording),
the FEC in 1990 released a set of "minimum performance, testing and security
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requirements that can be voluntarily adopted by state and local governments for voting
systems in their jurisdictions." [FEC90a] The operative word here is voluntary, because
at present the FEC does not require, nor has every state adopted, this voluminous set of
standards. Furthermore, the standards have been criticized as having been highly
influenced by particular voting machine vendors, so there is some question as to the
rigor with which they were prepared. Since, from the time of the 1988 Presidential
election, over 50% of the votes cast have been tabulated by some form of computer
system [FRE88], and since this form of tallying may increase as old lever machines are

replaced, the verifiability of the results is a matter of growing concemn.

Proponents of electronic voting systems say that sufficient controls are being exercised,
so that attempts to subvert an election would be detectable. Yet numerous computer
security experts have pointed out that the FEC's voluntary voting system standards may
not be adequate to ensure election integrity. Numerous incidents of electronic voting
difficulties have come to the attention of the press, yet these cases typically are
dismissed (often due to lack of proper evidence, resulting in part from inadequate audit

trails) and to date there have been no convictions for vote fraud by computer.

Presently the resources of the National Computer Security Center (NCSC) and the
National Institute for Standards and Technology (NIST) have been (for unknown
reasons) largely ignored by the federal, state, and local agencies responsible for
overseeing the U.S. election process. The expertise of these organizations, and others in
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the private sector who have extensive experience in all phases of computer security,
should be involved throughout the processes of regulation, procurement, development,
and certification of all systems used in elections. Existing programs, such as the
Common Criteria, and its predecessor, the Department of Defense's Trusted Computer
System Evaluation Criteria, should be applied to election equipment.[CCI99][NCS85]
[NCS90][NCS92] It is incumbent upon the federal government (through Congress and
the Federal Election Commission) to take a leadership role in establishing and
mandating minimal compliance standards, not just suggested guidelines. Government
officials, at all levels, must work actively with vendors and municipalities to guarantee

that elections are carried out with the highest integrity that technology will allow.

3.2 Verification and Validation

The verification of correct operation of mechanical hardware at the level of complexity
of a lever machine is certainly tractable. On the other hand, verification that an arbitrary
piece of software (running on a von Neumann architecture computational device)
performs a certain task, is known to be intractable (except in some limited applications).
This issue is compounded when dealing with secure systems, as Fred Cohen writes:

"The general facilities exist for providing provably correct protection
schemes, but they depend upon a security policy that is effective against
the types of attacks being carried out. Even some quite simple protection
systems cannot be proven ‘safe’. Protection from denial of services

requires the detection of halting programs which is well known to be

44



undecidable. The problem of precisely marking information flow within
a system has been shown to be NP-complete. The use of guards for the
passing of untrustworthy information between users has been examined,
but in general depends on the ability to prove program correctness which
is well-known to be NP-complete."[COH84]

Validation of other voting machine aspects can be shown to be NP-complete, for
example, keypress combination testing is analogous to CNF-satisfiability.[BAA88]
Since correct operation is not provable, examiners are required to resort to weaker forms

of verification. How this is done is, as mentioned earlier, left up to the states to decide.

Established quality assurance (QA) methods for computer system verification and
validation have long been in place for most government contract work. The standards
vary in accordance with the level of QA necessary to certify a product for use. A
criticality level is assigned to components -- the highest level is usually reserved for
those whose failure could result in a potential loss of life. As our elected officials have
the power to declare war, one might want to use no less care in designing voting
equipment, so the highest level of QA should be used in the examination process. In
accordance with this understanding, the verification and validation procedure should (at

least) include examinations of:

1. The vendor's System Requirements Document (SRD) in conjunction with

the state election laws in order to ascertain conformance.
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2. The System Design Document (SDD) used by the vendor to create the
voting machine. This should be compared with the SRD.

3. The System Quality Assurance (SQA) plan used by the vendor to
establish test policies, procedures and practices, reviews and audits,
configuration management, security policies, archiving, and supplier
control, in the manufacturing process.

4. The System Verification Plan (SVP) produced by the vendor, as well as

those used by independent test agencies.

The FEC voluntary standards seek to address this level of QA, but are somewhat weak,
especially in the areas that would be covered by the System Verification Plan. Here, the
Common Criteria could be used to guide the evaluation of the system documentation and
resulting product, since its philosophy is one of assurance based on active investigation.
This investigation need not be excessive, since one of the goals of the CC is to apply the
least amount of effort necessary to provide the required assurance. Increased effort can
be used, in examination as required, on scope (extent of the system), depth (finer level of
design and implementation detail), and rigor (application in a structured, formal
manner). Further discussion of the Common Criteria, and its evaluation process, is in
Chapter 5. Another view of security evaluation considerations can be found in the
Generally Accepted System Security Principles (GASSP), but since these have not

become a government standard, the CC is more appropriate for voting system

use.[ISF97]

46



System verification involves both black box (e.g. input) and white box (e.g. path)
inspections. Well-documented studies reveal that code walk-throughs can detect

30% - 70% of software errors, many of which can not be found through input testing
alone.[MEY79] The FEC's reluctance to recommend code examination possibly stems
from the proprietary nature of the system source code. Presently, the vendors have been
reluctant to reveal the details of their software -- none have voluntarily provided a
complete document to any independent agency for an in-depth white box examination.
In the most extensive study to date, the lengthy New York City procurement process did
result in an evaluation of the Sequoia Pacific target machine during the mid-1990's, but
there was not sufficient time or funding provided for a complete software review. Nor
was the examiner (SRI International) a wholly independent agency, having being paid by
the purchaser with severe constraints imposed on the process by the vendor. Besides,
even though source code inspection (under nondisclosure agreements) showed no
security holes, the study enumerated many ways in which the election process could

nevertheless be compromised.

The reasons for this evasiveness is illustrated in this comment by a Vice President of

DFM Associates, a company producing vote-counting software, speaking against source

code deposits:
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"Our feeling is these people {the escrow agents] will read everybody's
software....and eventually they will filter into the business and steal our
ideas."[TRO89b]

In a competitive market, it is understandable that vendors would want to protect the code
that operates their DREs under the cover of trade secrecy, but it may not be to the
advantage of the voters to allow such protection. Certainly the vendors would be
entitled to copyright and patent privileges where applicable, and these should provide
enough legal grounds to secure their property. Of far greater concern is the implication
that having knowledge of the software would provide a road map to rigging an election,
and this is more likely an unstated reason for code privacy by the vendors. Without a
complete set of source code, though, it is unlikely that any DRE could be verified and
validated to current software QA standards. This provides a strong argument for Open

Source Software, discussed in Section 3.4.

Yet, the source code alone is inadequate for providing a complete internal system
verification. The compiler used to generate the object code must be available, and all
hardware specifications must be revealed, down to the chip level. Even this may not be
sufficient -- Ken Thompson, in his now-classic Turing Award Lecture, demonstrated
how a Trojan horse could be inserted into the compiler itself. He summed this up quite
simply when he said:

"You can't trust code that you did not totally create yourself.

(Especially code from companies that employ people like me.)
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No amount of source-level verification or scrutiny will protect

you from using untrusted code."[THO84]

This provides insight into the statement by Robert Boram, chief engineer of DRE voting
machines at R. F. Shoup, on rigging elections despite the existence of internal ballot
images:

"I could write a routine inside the system that not only changes the election

outcome, but also changes the images to conform to it." [DUG92]

As well, Penelope Bonsall, director of the National Clearinghouse on Election

Administration, a branch of the FEC, said:

“Sure, anything is vulnerable to fraud or manipulation. But you've got to
have technical knowledge and you've got to have collusion. One person
can't do it in most systems."...."The feeling in the industry is that there
are so many easier ways to affect an election that tampering with the

tabulating software doesn't really make sense."[TRO89b]

But just because tampering with the software may not be the easiest method does not
mean that it has not or will not be done. Thompson's implication is that the hooks and
backdoors, particularly those within compilers and operating systems, exist and have
already been proliferated invisibly throughout the industry. Under this view, software
rigging is assumed to have already happened, rather than just a speculative possibility.
One could extend these assumptions as well to the hardware. Presently there is nothing

that restricts vendors from using custom integrated circuit chips in the DREs, and some
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do, even for the CPUs. It is not inconceivable that a crafty individual could devise a set
of microcoded instructions that would be activated only under certain situations.
Reliance on any particular vendor or brand of components would therefore increase
vulnerability. Some chips now even permit internally reconfigurable microcode as well
as microarchitecture, and such a self-modifying CPU could erase any trace of its own
subroutines once they were executed. With election dates and times being well-known
and predictable, this could occur within the space of microseconds during the voting
session. To again quote Bonsall: "You've got to trust somebody,

somewhere."[TRO89b]

Yet the procedures used for verification and validation appear to abdicate the lion's share
of trust to the vendors, by testing systems only to the functional level. Providing
thorough source code and circuit examinations for DREs in each state, and furthermore
in each municipality requiring variations of machines within each state, is a Herculean

task -- one that is likely not to be affordable, even if it were accomplishable.

More recently, in commenting about Internet voting, Bonsall said: "There are many,
many, many, many issues."[WOLO00] But the FEC has not made any effort to either
clarify or do anything about these issues. What is desperately needed is the formulation
of a methodology whereby each municipality can at least confirm that the code and
circuitry contained in each of its own machines is identical to that verified by the state or
other independent testing authority. One could suggest that it might be expedient for the
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FEC (or even NIST) to be relied on to validate all voting machines, but unless each of
the states voluntarily agrees to submit their equipment to a national checking authority,

the issue of states' rights in monitoring elections would be impinged.

3.3 Audit Trails

If we place our trust in the vendors (who do, after all, have the most to lose if their DREs
are considered unreliable or compromisable), we would be remiss if we did not provide
some method, beyond functional testing, to ensure that vote entries are properly tallied.
Numerous individuals and organizations have looked to audit trails to provide the

necessary (albeit not sufficient) verification.[SAL88][FEC90]

The U.S. election process, by its very nature, is both secret and adversarial. The
(essentially) bipartisan system provides an analogue to the checks and balances
established by the branches of government. In the polling place, representatives of each
party oversee the voting activities, such as inspecting the machines to see that they begin
with zero vote counts, and insuring that the totals are recorded properly on the returns at
the end of the day. (Let us ignore, momentarily, the inequities that can arise when
minority inspectors are appointed by members of the majority party -- this is discussed in
Section 4.1.) With a DRE, indeed it is possible for the machine to print or display any

arbitrary value that does not necessarily reflect the true vote tallies. Since results are
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stored electronically, examination of the tabulating units is not possible. Our checking

system, therefore, becomes largely procedural rather than validatory.

Audit trails seem to provide an alternative partial means of validating the DRE tallies.
Each voter's entire ballot image could be recorded, and printed out at some later time.
The vote could then be hand-tabulated and confirmed. It might even be reasonable to
require that this be done in some small percentage of precincts after each election. Here
the secrecy of the vote comes into question. If the machine were to record the ballots in
the sequence they were voted, it would then be possible to determine an individual
voter's ballot, by numbering each person as they enter the machine. The vendors who
propose using such a system also provide for randomization (and even further
encryption) of ballots within the recording unit, in an effort to make individual ballot
identification unlikely. However, typical seeded computer functions only provide
pseudo-randomization, and encryption (discussed in Section 3.5) should not be relied

upon as a secure solution, so this is only a partial fix.

When using a DRE, one's ballot is intended to be private, and no receipt should be issued
to the voter. Ballot contents receipts are problematic, since voters would be responsible
for their disposal, and their existence might encourage unscrupulous candidates to
exchange votes for gold ("turn in your receipt after the election"). Similar problems
arise if the voter is issued an encrypted code number which can be used to "look up”
their ballot following the election. With banking, one does want to be able to be
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